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What is claimed is: 



1 . A system for preventing illegal use of software, comprising: 

secret iirformation storage means for stormg secret information; 
cryptosysrem key storage means for storing a cryptosystem key used for 
decrypting the secret information stored in the secret information storage means; 

illegal acce^ determining means for determining whether an illegal access to 
the system is perfornied; and 

cryptosysteni key updating means for: 

providing the same key for a cryptosystem key used for reencrypting 
the secret information stored in the secret information storage means and a cryptosystem 
key which is stored as the updated cryptosystem key in the cryptosystem key storage 
means if the illegal acdess determining means detects no illegal access; 

providing different keys for the above two kinds of cryptosystem keys 
if the illegal access determining means detects an illegal access; and 

wherein the crfyptosystem key updating means updates the above two kinds of 
cryptosystem keys for each access to the system. 



2. A method for Preventing illegal use of software, the method used in a system 

which comprises a secret information storage means for storing secret information and a 
cryptosystem key storajje means for storing a cryptosystem key used for decrypting the 
secret information stored in the secret information storage means, the method 
comprising the steps of: 

determining whether an illegal access to the system is performed; and 

for each access to the system. 
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providing the same updated key for a cryptosystem key used for 
reencrypting the secret kfomiation stored in the secret information storage means and a 
cryptosystem key whichk stored as the updated cryptosystem key in the cryptosystem 
key storage means if no iUdfeal access is detected in the step of determining whether an 
illegal access to the system i4 performed; 

providing diWerent updated keys for the above two kinds of 
cryptosystem keys if an iUegalWccess is detected in the step of determining whether an 
illegal access to the system is performed. 



3. A storage medium storing a computer-executable program for preventing illegal 
use of software, the program usid in a system which comprises a secret information 



storage means for storing secret 
storing a cryptosystem key used 



; information and a cryptosystem key storage means for 
. for decrypting the secret information stored in the secret 
5 information storage means, the i urogram including the processes of: 

determining whether ad illegal access to the system is performed; and 
for each access to the system, 

providing thdsame updated key for a cryptosystem key used for 
reencrypting the secret informttion stored in the secret information storage means and a 
1 0 cryptosystem key which is stoted as the updated cryptosystem key in the cryptosystem 
key storage means if no illega access is detected in the step of determining whether an 
illegal access to the system is Derformed; 

ferent updated keys for the above two kinds of 
cryptosystem keys if an illeg^ access is detected in the step of determining whether an 
1 5 illegal access to the system is Performed. 
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4. A system for presenting illegal use of software as claimed in claim 1 , wherein 

the secret information stora^ge means and the cryptosystem key storage means are 
separately constructed. 



5. A method for preve: 

the secret information storage 
separately constmcted. 



ing illegal use of software as claimed in claim 2, wherein 
means and the cryptosystem key storage means are 



6. A storage medixmi koring a computer-executable program for preventing illegal 
use of software as claimed in claim 3, wherein the secret information storage means and 
the cryptosystem key storage means are separately constructed. 

7. A system for prfeventing illegal use of software as claimed in claim 1, wherein 
the system is applied td an IC card. 

8. A method fdr preventing illegal use of software as claimed in claim 2, wherein 
the system in which/the method is used is applied to an IC card. 



9. A storagelmedixmi storing a computer-executable program for preventing illegal 

use of software as claimed in claim 3, wherein the system in which the program is used 
is applied to an IC card.. 



